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Spot it. Stop it. Secure it.



Let’s get the ground rules out of the way



Spot it.

Identify the threat



Who’s behind all the cybercrime?



Has cybercrime become child’s play?



For many, cybercrime is a side hustle



Stop it.

Prevent cybercrime



$US 2 million ransoms are now the norm

Ransomware: Canada is the world’s 2nd  most targeted country



Everyone is equal, but some are more equal than others…



• short passwords

• guessable passwords (i.e. pet name)

• simple character pattern

• password reuse between sites

• entering passwords in infected computers

• not being aware of shoulder surfers

• sharing passwords on fake websites

• allowing others to set your password

• not using multifactor when available

When did it stop being all about the passwords?



Some things never change



All indicators pointed to an explosion of malware in 2025





Key Shift

Attackers use advanced tactics 

like AI ransomware-as-a-

service agents to infiltrate 

corporate networks.

Global Spike

Cybercrime damages expected 

to reach $10.5 trillion annually 

by the end of this year despite 

13% of IT budgets spent on 

cybersecurity.

No Longer Theoretical

Governments and major logistics 

firms faced crippling attacks, 

halting shipments and causing 

multi-million-dollar losses.

Imperative Action

Boards must prioritize funding for 

cybersecurity risk management, 

preventive controls, detection, and 

supply chain risk.

Can companies keep up with risk 
posture changes? 



How did cybercrime become commoditized?



287 days to detect common malware infections … year after year



How does organized cybercrime work?



Secure it.

Data protection



Remember the kill chain



• Company-wide focus on privacy compliance

• Informed consent was employed by default

• Data collection had been limited and minimized

• Information had been rigorously deleted

• Limited access to PI and segregation had been enforced

• Safe hygiene and need-to-know had been communicated

• Privacy by design was the default rather than an ideal

• They had stuck to the 10 Immutable Laws!
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What would it have taken to prevent multimillion$ breaches?



1 Regulatory wave
GDPR, CCPA, and new international data laws set higher 

penalties—fines up to 4% of annual global turnover.

2 Competitive advantage

Compliance frameworks (ISO 27001, SOC 2) boost customer trust 

and brand reputation.

3 Risk vs. reward

Failure to comply can trigger damaging investigations and public scrutiny.

4 Practical tip

Regularly audit data handling processes and train teams on 

privacy regulations.

Data protection & privacy compliance



Opportunity

AI-driven analytics detect 

threats in real time, reducing 

breach impact by up to 40% 

(source: Deloitte).

Threat

Attackers deploy AI bots to 

find security gaps and craft 

sophisticated phishing 

campaigns.

Leader’s role

Balance innovation with 

vigilant oversight (e.g., 

ethical AI usage).

Action item

Establish AI governance 

policies and continuous 

monitoring.

Investigations are about innovation, but also practice



Stay curious
Document and communicate best 

practices and role-specific tasks

Build upon trust
Build due diligence into your supply 

chain from the top down

Simulate and investigate
Carry out incident response table-top 

exercises & data breach tests

Next steps: test yourself
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More than a policy
Visit fct.ca/fraud-insights-centre for additional tools and resources.

https://fct.ca/fraud-insights-centre
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